.+ KAK 3ALLMUTUTBLCA

o

"KUBEPMOLUIEHHUYECTBA.

NMPABUJIA
BE3OMNACHOCTU
B,KUBEPMNPOCTPAHCTBE.




@ bank Poccum

CErogHA HA YPOKE Bbl Y3HAETE:

* Kakue BUAbl MOLWEHHMYECTBA CYLLECTBYIOT ¢ Kakue npuvembl coumanbHoOM

B ceTu NHTepHerT. NHXXEHEePUUN UCMNONb3YIOT
MOLUEHHWKHK, YTOObI 3aBNafeTb
BALLMMM AEeHEKHbIMM CpeacTBaMu.

*  Cnocobbl NOXULLLEHMSA 3/T0YMbILLIEHHUKaMMU
KOHUAEHUNANbHON MHPOPMALIMM O BaC

U BalWWUX SNTEKTPOHHbLIX CPEACTBAX I'I!'IaTE)Ki .

O




YTO TAKOE
KUBEPMPOCTPAHCTBO?

UHmepakmus.
Hanuwume omeem 8 yam




@ bank Poccum

KUBEPMPOCTPAHCTBO-I3TO... dnemMeHTbl KnbepnpocTpaHcTBa:

Cpena uHAOPMALMOHHOTO cepBepbl, KOMMbIOTEPbI, MOBUbHbIE rafKeTbl,
B3aMMOZAeicTBUA U 0BMeHa JaHHbIMM TeNeKOMMYHMKaLMOHHOe 0bopyaoBaHye,

B KOMMbIOTEPHbIX CETAX U CETAX CBA3M. KaHasbl CBA3N, UHPOPMALMOHHbIE ¥

TeNeKOMMYHUKALUUNOHHbIE CETHU.




CBOMCTBA MHOOPMALMK @ 5anx Poconm

'.

* KOHPUAEHUUNANDBHOCTD - nHbopmaums
MOKeT bbITb noslyyeHa n obpaboTaHa
TONBbKO TEMU NNLAMM NN NPOLECCaAMK, Y
KOTOPbIX €CTb K HEMN AOCTY.

* UENOCTHOCTb- nHdopmaums ocraetca
HEN3MEHHOW, KOPPEKTHOMN U ayTEHTUYHOMN.

« AOCTYMNMHOCTb - aBTOpM30BaHHbIE
cybbeKTbl (AONYLEHHbIE K NONYYEHUIO U
0bpaboTke nHbOpPMaALUM) UMEIOT K HEWN
H6ecnpenATCTBEHHbIN AOCTYN.



@ baHk Poccumn

KAKOE CBOMCTBO UHOOPMALIUU

FTAPAHTUPYET, UTO AOCTYMN K MHCDOPMALIMLQ

MMEIOT TO/1IbKO ONPEAENEHHDIE I'Il'1LI,Agoc,\'\(B
2

1 [locTynHOCTb ;! .-:«-s““‘;,

D‘\Q

2 KoHdpuaeHUManbHOCTb

3 LlenocTtHOCTb

NUHmepakmue.
Hanuwume omeem 8 yam 6



BUAbl BPEAOHOCHOIO NoO @ BaHk Poccun

PyTKMUTbI — Nporpamma uam Habop nporpamm,
pa3paboTaHHbIX cneunanbHo, YTobbl CKPbITh
NPUCYTCTBUE BPEAOHOCHOIO KOAA U ero
AENCTBUA OT NONb30BaTENA N YCTAHOB/IEHHOIO
3awmtHoro MO.

TpOAH — NPOHUKAET B CUCTEMY MO, BUAOM
NONE3HOM YTUNNTbI, HO BMECTE C 3TUM CKPbITHO
BEAET U Pa3pyLUAOLLYIO AeATe/IbHOCTb.

Bupycbl — 3T0 CamOBOCNPOM3BOAALLNICA
NPOrPaMMHbIN KOg,, KOTOPbIN BHEAPAETCA B
YCTaHOB/IEHHbIE NPOrpammbl 6e3 cornacua
nosb3oBaTens.

Yepsb — nporpamma, Kotopas i
camopasmHoXaeTcsa, oHa gobasnaetca B W | 4
CUCTEMY OTAENIbHbIM PanIOM U nLLEeT ’;"
YA3BMMOCTU 417 CBOETO Aa/IbHEeMLLEero
pacnpoCTpaHeHus.




@ bank Poccumn

YTO HENIb3A AENATb NOJ/Ib3OBATENIO ...

* [epexoauTb N0 NOAO3PUTENbHbLIM

CCblI/IKAM B 3N1EKTPOHHOM no4Te nau e e

B bpaysepe.

*  OTKpblBaTb NOA03PUTENbHbIE
BNOYKEHMUA.

* CKayuBaTb M yCTaHaBAMBATb
«nmpatckoe» 0.

* BcTaBnATb HENPOBEPEHHbIE
bnewkn, cmaptPoHbl 1 ap.




@ baHk Poccumn

YTO AENAET 3APAXKEHHbIN
KOMMbKOTEP

*  [Moxuuwaet MHbopmaumio.
* YyacTByeT B aTaKax.

* HapywaeT cBOMCTBaA
nHbopmaummn —
KOHPUAEHUNANBbHOCTD,
LLeNOCTHOCTb, AOCTYNHOCTb.




B/IOKUPOBKA KOMMbIOTEPA

@ baHk Poccuun

BkAtouaeTe KoMmnblOTEP M BUAUTE 06bABNEHME,
4yTO BCe BalUKN parnbl 3alMPPOBaAHbI, YTODbI NX
BEPHYTb, HYXXHO NepeBecTu AeHbIN Ha
YKa3aHHbIN KoLlenek.

HapyLwaeTca uenoctHocTb MHGopMaLmn.
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@ bank Poccum

KAKUE AEMCTBUA NOJIb3OBATENIEA KOMIMbIOTEPOB U
CMAPT®OHOB HAPYLLUAIOT NMPABWU/IA GE3OMNMACHOCTU U
CTABAT NoA Yrro3y CBOMCTBA MHOOPMALIUN?

1. Wcnonb3oBaHMe YyXKnX YyCTPONCTB ANA BXOAA B
MObUNbHBbIN B6aHK, NHTepHEeT-6aHK, MOKYMOK B
NHTepHeTe n coxpaHeHMe Ha HUX JINYHbIX AaHHbIX.

2. [lpoBepKa ¢pA3LIEK HA HANNYME ONACHbIX MPOrPaMM.
MNepexon No NoAo3puUTENbHbIM CCbIJIKAM.

4. HemepneHHoe OTKIOYEHWE BCEX YCAYT NPU yTpaTe
TenepoHa MAKN NNaHLWETa, K KOTOPbIM NOAKAKYEHO
CMC-MHPOPMUPOBAHNE NNU MOBUIBbHbBIN BaHK.

1,4 1,3 2,3

UHmepakmus.
Hanuwume omeem 8 yam




MOLWEHHUYECTBO C BAHKOBCKUMU KAPTAMMU @ Barik Poccum
MoLlleHHNKaM HYXHbl:

Homep kapTbl

Mmsa Bnagenbua

Cpok pgencreua

e
unmn CVV
12



BECKOHTAKTHbIE BAHKOBCKUE KAPTDbI

@ bank Poccum

BbICOKAA CKOPOCTb BbINOJHEHUA
NaaTeXHOW onepaunm

yaobcteo ana onepaumii go 1000
pybnen - MOXHO He BBOAUTb NMUHKOA,

@) KapTy yKpanu, NONb3YyIOTCA €10 B
MmarasmHax go 1000 py6. 6e3 NMNH-Koaa

@ BO3MOXHbl MOLIEHHWNYECTBA C
NAaTEXKHbIMW TEPMUHANAMMU
(cyumeisarowjue ycmpolicmea Ha
paccmosHuu)

PekomeHgaumu: yCTaHOBUTb CYTOYHbIN

ANMUT N CMC yBeJOM/TEHUA
13
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@ baHk Poccumn

OULLUUHT- 3TO...

Buna nHTepHeT-moWweHHNYeCcTBa, Lesbo
KOTOPOro ABNAETCA NoNydYeHne AoCTyna K
KOHOUAEHUNANIbHBIM AAHHbIM
NO/Ib30BaTe/IEN N UX AEHbram.
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MPUMEPbBI PULLUHTA

1. O6weHue c «npoaaBLOM»

iPhone 11 Pro Max 256GB ® Oxcava ()
30 000 P 17

VW KaK MOXHO KynuTb?
= 06pblit AeHb)
R

1 B KyPbEPCKOIi komMnaHum paboTato - Mory k Bam kypbepa
HanpaBuTb B yno6Hoe Bpemsi. YAo6HO?

npuesert ¢ TenedoHoM, MOCMOTPUTE, MOHPABUTCS -
ocTaBuTe cebe, HeT - 0hopMMM BO3BpAT

v [Ja
¥/ OH OPUIMHanbHbIiA, BCE XOPOLLO C HUM?

W W Kak onnatutb?

2. CcbinIka Ha GULLMHIOBbIN
pecypc ana onaarthbl

g a [epxuTe cebinky https://avitopays.ru.com/461290748

@ bank Poccum

3. Nocne «onsaaTtbl 3aKa3a»

npopasey nponager

OnnaTta 3akasa

iPhone 11 Pro Max 256GB

~  Besonactoe )
) @ visa mw»

3aka3 Ne 185698778 i {

coefiuHeHve

Homep kapTbl

’ 5 XXXXXXXXXXXX ’

Cpok gencrans Ccve

Wroro: 30 000P

ToBap! C AOCTIRKOR ONNAMHMBMOTCR
TONLKO GAHKOBCKON XAPTOR OHNAIN

£p)

lapanTa BOJBpATa neHer ecnn
~ NPOAABEY OTMEHIN 3aKal,
TORAP MO NOROWEN wim Gpax,
Bl HE NOMYAW TOBAP
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KAK OBOUTU NPOBJIEMY?

®* He cornawartbcAa Ha npeagonnary.

°* WrHopupoBaTb 06bABNEHUSA C LEHOMN
3HAYUTENbHO HUMKE PbIHOYHON.

° ObuwaTbca C NPOAABLOM UK
NOKynaTeNem UCKIUYUTENIbHO Ha calTe C
obbAaBNEeHUEM.

°* He oTKpbIBaTb CCbIJIKK, KOTOPbIE BaMm
MOMKET NpucaaTb Npoaasel, Unm
MoKynaTtesb.

°* WNcnonb3oBaTb GYyHKUUIO «6e3onacHas
cAenka» (N0 BO3MOXHOCTH).

http://123456.ru

Onnara 3akasa

Marasut: 983645212

oMv3  |000.009

T

000 (423)
oo @

U

\\,‘ &



MPUMEPbBI DULLIMHTA @) 5avic Poccun

- . - 3 g
< . hitp:llrensionnyy.ru

7055 NEHCUOHHBIM ®OHA
ML~ Pocculickolt ®EAEPAUUU

O NeHcuoHHOM doHle Npecc-upHTP




BUAbI MOLUEHHWUYECTBA MO 3/IEKTPOHHOM @ bark Poccim
NOYTE U B COLULUANDBHDbIX CETAX

° ObewaHue coynanbHbIX BbINAAT.
«Bam nonorkeHbl geHbrn oT rocygapcrteal
MepengnTte No ccbisike, YTOObI y3HaTb
noapobHoCTNY

° Bo3HarpakaeHue 3a yyactue B onpoce!
MoLleHHUKM NpeanaratoT BHECTU AeHbrv 3a
yyacTue B Onpoce 1 TO/IbKO Nocae 3Toro obeLatoT
NepeyncanTb BbIMrPaHHbIE AEHbIN.

° MpepanoxeHue Kynutb ToBap ¢ 60abLUOM
cKngkom!

* CoobuweHue o BbiUrpbilie TOBapa uaum nortepeun!
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NPU3HAKU ®ULLIMHIOBOTO CANTA @) 5ar Poccu

e Ecav opraHusayma npencraBnAeTCca Kak e Ha caiite opraHmnsauuum:
dunHaHcoBas, HO MHPOPMALMA O HEN .
OTCYTCTBYET B peecTpax baHKa Poccuu.

nHpopmaumsa 06 opraHmsaymu
HeAO0CTOBEPHAA UM NPUHALNEKUT APYTrOn

e McnonbsyeTtca Nogo3putesbHoe JOMEHHOe opraHn3aunu;
MMA AWM afpec caiiTa COAEPMKUT ABHbIE = rpammaTiueckme, opdorpadudeckme u
OLIMOKM. An3aliHepcKme oWmnbKu;

" pa3melleHbl NPeanoXKeHNA TOBApPOB UIn
YCAYT, YbA LEeHa 3HAYNTE/IbHO HUXKE
PbIHOYHOMW;

" npeasiaraeTca NPoOnTU onpoc, TecT U T.M. 3a
AEeHeXKHoe BOo3HarpaxaeHue nam
0bOPMUTb KaKyt-TMOB0 KOMMNEHCALLMOHHYIO
BbINAATY OT rocy4apcTea Uam
rocyAapCcTBEHHOroO OpraHa.
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KAK NOCTYMNUTb? @) sk Pocou

Bbi ygudesnu 8 uHMepHeme peKksaamy 3HaGKOMO20 OH/AAUH-Ma2ad3UHd, Komopeblil npedsnazaem
MOOHbIU cmapmgoH Mo HU3KoU yeHe. lNepelida Mo ccoiske u3 pexknamsl, 3amemusnu, Ymo
ou3aliH calima u3mMeHUsCA, 8 e20 adpece U OnucaHuUU mosapos ecms OWUubKu.

MoxorKe Ha PULIMHT — CalT CO34aH MOLIEHHUKAMM, YTOObI

1 BbIMAaHWTb CEKPETHbIEe AaHHble No/ib30BaTeNen. BBoantb cBou
AaHHble He byay, 3aKPOto 3TOT CalT U coobuly o Hem B LleHTp
MOHUTOPUHIa U pearmpoBaHMsA Ha KOMMNbIOTEPHbIE aTaKku B
KpeanTHo-dmnHaHcoBom coepe (info_fincert@cbr.ru) nnm yepes
NHTepHeT-npuemHyto baHka Poccum (http://cbr.ru/reception/)

2 BepoATHO, 3TO HOBbI MHTEPHET-MArasuH: NOYMUTAO OT3bIBbI
nokynaTtesield, eCM OHM XOPOLLME, TO 3aKaXKy CMapPTPOH.

Ecnu ckmaka Ha cMapTdoH 6onbluas U AeNCTBYET BCEro HECKOAbKO
3 4acoB, TO He pa3AyMbiBas, BBeAy CBOW JIMUHbIE JaHHble, a Ha
3Tane onnathl peLly, UCNoJ1b30BaTb GAHKOBCKYHO KapTy UK HET .

UHmepakmus.
Hanuwume omeem 8 yam



http://cbr.ru/reception/

@ bank Poccum

TENNE®OHHbLIE MOLLEHHUKU

*  3BOHOK AKODObI OT UMeHU BaHKa unu
NpPaBOOXPAaHUTENbHbIX OPraHOB: Bac NPOCAT
COOOLNUTb NNYHbIE AaHHbIE.

* CMC nam nnucbmo skobbl oT 6aHKa ¢ npocbbon
nepe3BOHUTb.

* CMC 06 owMb0oYHOM 33a4MC/IEHNM CPEeacCTB
WU C NPOCbOOM NOATBEPAUTL MOKYMKY.

*  CMC oT UMeHM poACTBEHHUKOB, KOTOpPbIE
NPOCAT NepeBecTU AeHbIM Ha HEMU3BECTHbIN
cyer.




@ baHk Poccumn

C MOEM KAPTbI CMTUCANN OEHBIW.
YTO AENATb?

Mo3BoHUTE B BaHK 1 3ab610KMpynTe
KapTy.

3anpocuTe BbINMMUCKY NO CYETY U
HanNMLIKUTe 3as8B/IEHME O
Hecor/zacuun c onepaumen.

ObpaTtntecb B NOAULMULO.
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KAK HE CTATb }KEPTBOM &=

KUBEPMPECTYIMHUKOB?

UHmepakmus.
Hanuwume omeem 8 yam 23



CEMb NMPABWUN BE3SOMNACHOCTU @ bark Poccym
B KUBEPNMPOCTPAHCTBE

* Bcerna nposepsitte * He nepe3saHuBanTe
nHdopmaumio. MO COMHUTENbHbIM
HOMepam.

* He nepexoauTte no

HEeM3BECTHbIM CCbIJIKAM. * He xpaHuTe AaHHble KapT
Ha KOMMblOTEPE MU B
* Ecnn Bam coobuiator, cmapTdoHe.
6yATO YTO-TO CAYYMNOCH
C POACTBEHHUKAMMU, * He coobuwarite HUKomy
CPOYHO CBAXKUTECDH C NYHblIE OaHHbIE, NapPO/ZIN U
HUMW Hanpamylo. KoAbl.

* YcTaHOBUTE aHTUBUPYC
Ha KomnbtoTep cebe
N POACTBEHHMKAM

O6vbAacHuUMe noxcusabim poocmeeHHUKam smu

npocmeie npasusaa u byobome 60umenoHoi!!! o



@ bank Poccumn

BAHK POCCUN — METAPETYNIATOP PUHAHCOBOIO PbIHKA

®dyHKuun baHka Poccuu: Y3HaiiTe 6onblue o puHaHcax

* 3awwTa u obecneyeHmne yCToMuMBOCTH py6As Q UuraiiTe CTaTbi M HOBOCTM:

fincult.info
* MNMoppepaHne cTabUNbHOCTU N Pa3BUTUA

$UHAHCOBOrO pPbIHKA

* 3awuTa npaB noTpedbutenein GMHaAHCOBbLIX

YC/YT 1 NOBbILLIEHNE YPOBHA PUHAHCOBOW
rPaMOTHOCTM HaceNeHUs
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@ bank Poccum

ANA NONYYEHUA
CEPTUDUKATA
YHACTHUKA

HanNpPaBAsANTE OT3bIBbl HA
basewebinar@fincult.com
dopmy 0T3biBa BCE YHACTHUKMU
NOIy4aT HA 3N1IEKTPOHHYIO NOYTY
B TeYeHMe CYTOK Nnoc/ie ypokKa.

B cnyyae BO3HMKHOBEHMA BONPOCOB
obpawarTech B cnyxKby noaaeprkm
npoekta dni-fg.ru/help

UHdopmauuma ana neparoros:

Urpbl no puHaHcoBOM
rpamotHoctu (doligra.ru)

Pa3Hoobpa3bTe yuyebHbIN
npouecc n gocyr AeTeun -
CKa4yalTe rotoBble Urpbl NO
dUHAHCOBOMN FPamMoTHOCTM |

Nrpainte, 3anonHANTE OT3bIB
n nony4yante ceptudmkar!

[=]

" E MoanucbiBaliTeCh




